Amport Parish Council Tackling Online Abuse Policy —adopted 18" March 2024
Objectives:

e Types of abusive behaviour to look out for.
e Techniques to handle online abuse.
e Taking a break or coming off social media.

A brief introduction

Social media offers many opportunities for councillors to constructively engage with their
communities. Most of the time this is a positive experience. Social media helps you to build a profile,
explain complex issues in plain English and to develop a two-way conversation.

Unfortunately, in a small number of cases, councillors can experience online abuse. Social media is
an environment where some individuals use abusive behaviour, such as aggressive language,
threats, trolling and bullying.

Types of abusive behaviour to look out for on social media
Trolls

Online abuse is an issue on every social media platform. Sometimes, it will be random or short-lived.
On other occasions it can be more sustained and led by users who are often described as ‘trolls’.

A troll is someone who posts just to get an emotional reaction or to manipulate others’ perceptions.
Their posts can be offensive, off-topic, inflammatory, purposefully inaccurate, or insincere. Trolls often
do this for their own amusement or in aid of goals such as disrupting the democratic process.

All too often, trolls post without thinking, logic or good reason. It is important to remember that trolls
often do not believe what they themselves are posting.

Smear campaigns

A smear campaign is the deliberate attempt to negatively impact a person's standing or damage their
reputation. Smears are usually done through the spread of false information and discrediting tactics.
They can be ‘one-off comments. Unfortunately, some are sustained and organised.

Smear campaigns can be one of the hardest forms of online abuse to deal with. In some cases, it
might require legal advice to be taken or for the police to get involved. Remember to keep a record of
the abuse and report the issue to the social media platform and authorities as appropriate.

Bullying and harassment

Unfortunately, online bullying and harassment has become more common in recent years. While it
often appears in the press in relation to teenagers and young people, it is something that can affect
anybody.

Online bullying or harassment occurs when someone bullies or harasses someone else online. It
includes a wide range of behaviours such as threats, sexual remarks and hate speech. In some
situations, it can form a sustained pattern of behaviour.



Techniques to handle online abuse

Engage with a variety of views

Building up your following on social media means that it is harder for a small number of angry voices
to dominate. It also allows you as a councillor to hear from, and engage with, a wider variety of people
from across your community.

It also ensures that more people will be able to see and share the arguments you are making in
response to attacks. Treating people with respect even if they are not affording you the same courtesy
will build further on your tone of voice, as a larger audience will see the way in which the debate is
conducted.

Have a consistent narrative

Sharing a consistent story to fill gaps in people’s knowledge helps you to dispel conspiracy theories
and baseless rumours by presenting a clear and credible narrative.

Escalation of an issue

In some situations, you can escalate an issue. If there is a complaint about a council service it can be
a legitimate course of action to ‘pass on’ the issue to a council officer. Depending on how the
complaint was made, you might need to consider data protection issues. Sometimes taking this
course of action and being able to demonstrate that action is being taken can help to defuse the
situation.

The wider audience - who is looking?

In some situations, you might feel there is a need to reply — to get the truth out there or to set the
record straight. It is important before replying that you consider the likelihood that you will succeed. It
is important to ask yourself — who is the wider audience?

Making a balanced and reasoned argument has value when there is a wider audience watching the
discussion. Most of those seeing the exchange will not actively engage. In this situation ‘winning’
means ensuring that those looking on are reassured and given accurate information.

Conversely, if you think no one is looking you need to ask yourself the question — is it worth
responding?

If you respond, you should avoid getting sucked into a lengthy debate on social media. Not only is this
very time-consuming, but you are also very unlikely to get the last word in the debate.

Keep a record

When you receive online abuse, you should make a record of it. This is important in case the matter
develops further — particularly if the police or other bodies become involved. It is also useful in
demonstrating a pattern of behaviour.

Managing trolls

Trolls can be difficult to deal with. The best way to deal with a troll is ‘not to feed it’. By which we
mean, don’t respond to a post which is designed to upset, elicit a response, or to further a troll's own
goals.

Your best response is to either:

e ignore what they have posted
e or, ifit's on your own page or profile, to delete or hide their comment — this will mean your
other followers should not see it



If that doesn’t work, consider your next step. This could include blocking them or reporting them to the
social media platform or the police.

Deleting and moderating comments

Most social media platforms give you the ability to delete comments. Where someone has made an
abusive comment, you might want to delete it. You should remember to take and save a ‘screen grab’
picture first.

Some social media will give you the ability to automatically moderate content. Some have a ‘profanity
filter’. Where this facility exists, you should consider using it. It will save you time and reduce the
impact of abusive comments and behaviour.

Blocking abusive social media users

On almost all social media platforms you can block individuals who are persistently abusive. If
individuals are consistently aggressive it can be both sensible and reasonable to block them from
further engaging with you.

It is important to remember that, as a councillor, you do not have to accept abusive behaviour. You
have as much right as anyone to be treated with dignity and respect. Make it clear to others that you
will not tolerate abusive behaviour.

Blocking those who are abusive is important both for you as a councillor and for other people who
follow you who may feel intimidated by aggressive behaviour. They also have a right to express their
views.

Reporting online abuse and legal matters

Reporting an issue to the social media platform

Most social media platforms have ‘rules’ or ‘terms of use’ that prohibit abusive behaviour. Each has
different wording, but most forbid behaviours that are abusive, bullying, harassing, or intimidating.

If you feel someone has broken a social media platform’s ‘rules’, you can report the user to the
platform in question. It will then be up to the platform to take further action.

Reporting an issue to the police

In certain circumstances you might need to report a matter to the police. Threats of violence, racist
language, hate speech and pornographic material are the sort of things you might need to report. If
you do report a matter, you should follow the advice given to you by the police and respond to their
requests for information.

Reporting a breach of the Code of Conduct

If you receive online abuse from another councillor, it might constitute a breach of the Code of
Conduct. If you believe that there has been a breach of the Code of Conduct, you should report it to
your council’s monitoring officer.

Taking legal action

In some situations, you might feel that taking legal action is a legitimate course of action. You should
balance up the risks of this approach and carefully consider the likelihood of success. There is also
often a financial cost involved with this approach.



Valuing your mental health and wellbeing - when is it time to get off social media?

If abuse is persistent and harming your mental health, and that of those around you, it may well be
time to leave social media. This can mean deleting accounts entirely or just taking a break from them
for a while.

Some social media platforms allow users to temporarily ‘unpublish’ or ‘deactivate’ accounts. In this
instance, some people find that trying a new platform can be useful — for example, trying out
Instagram instead of Facebook.

There are well documented mental health benefits to coming off social media for either a fixed amount
of time or permanently.



